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GOVERNMENT ENCOUNTERS the HYPERNET

Decision-makers operate in a world being reshaped by one of the fastest
adoptions of technology in human history — the Internet revolution.
Governments are working on many levels to harness the power of first-
generation Internet technology to improve the delivery of public services,
improve the efficiency and integration of public institutions and structures
and deepen the role of citizens in public policy-making. Indeed, the
continuing relevance and authority of governments is linked to their ability to
meet rising expectations for openness, accountability, effectiveness and
efficiency in the public sector. Many seek to do so by harnessing the
transformative power of new technologies.

We are at the beginning of a long road. Today’s Internet is the first stage of an
accelerating evolution in the power and pervasiveness of information and
communications technologies. Wave after wave of innovation will
dramatically change the nature of this networked infrastructure. Hand-held
devices and wireless connectivity are taking commerce, services and
interactive applications off the desktop and turning them mobile. Broadband
access is accelerating. And we will soon see the impact of billions of
computers embedded in every object from home appliances to automobiles,
an invisible infrastructure pervading every facet of our lives. The next
generation of the Internet will be so different from the way it is today that
Digital 4Sight has given it the unique name of the Hypernet. Will
governments be prepared for the Hypernet and the far-reaching social,
political and economic issues that will arise?

Digital 4Sight believes the emerging Hypernet will present a new set of
challenges and opportunities for governments that require deeper
exploration of both the issues and potential applications of this
phenomenon. This paper distinguishes the Hypernet from the Internet, posits

broad trends and issues and examines the effects of early experimentation
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and applications in the business world and the realm of everyday life. It also
explores unique implications for government, including a range of Hypernet
applications with the potential to revolutionize everything from the toolset
for frontline government workers to monitoring environmental quality to
citizen interaction with politicians. Ultimately, it argues that the Hypernet
requires serious and dedicated attention by government policy-makers, and
not be treated as simply a mobile extension of the World Wide Web.
Genuinely ubiquitous, all-pervasive computing power is coming, and
government can and should be in the forefront of understanding the
implications.

INTERNET HYPERNET

Technology | Convergence — common Divergence - fragmented
enabling platform interlocking Webs

Smart devices, wireless,
always on

Access | PCs, dial-up

Scale | Millions of end-points Billions of end-points

Penetration | Sporadic, intrusive Ubiquitous, quiet

computing
Computing | Cyberspace Physical space
Universe

Networks | Managed, hub-and-spoke | Ad-hoc, peer-to-peer

Information | Islands of data Networks of data, global

digital nervous system

Demographics | North American, European | Global, cosmopolitan
and limited Asian-Pacific
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THE HYPERNET

extend access to new demographic groups and under-served

The Hypernet

The Hypernet is a network of networks. It includes people, objects, agents,

regions in both the developed and developing world. Second, the

network effects stimulated by self-organizing peer-to-peer

computing devices and businesses in a global, open, intelligent, interoperable applications that enable rich interpersonal communications and

environment. This emerging "meta-network" has four distinguishing features: interactivity will attract more users and drive higher volumes of
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Wireless. Unlike the Internet, the Hypernet does not depend on
fixed wires or networks. Rather, the Hypernet will emerge in full-
force as emerging technologies such as Bluetooth, 3G networks and
"guerrilla" infrastructures (for example, 802.11 wireless LANs and
mobile peer-to-peer networks) become the dominant vehicle for
Internet connectivity for people and "informated objects".

Internet traffic. Finally, the proliferation of smart or "informated"

objects that can interoperate and interact with each other will lead

to unprecedented levels of complexity and activity in the global

network.

HYPERNET EMERGENT IMPACT ON EXAMPLES/
PROPERTY PHENOMENON GOVERNMENT APPLICATIONS

Mobility. A proliferation of new devices including mobile phones,

PDAs, wearable computers and digital music players offer users Wireless Sgre\gggtrivity ?/X(':?Ssr’ivngore ° dMeOIir\‘/Be?ggwocrﬁisne

portable access to Internet content, services and applications. This Lnecr:gfrfi‘i;jon Sgg:ggraphic of © f#iéggheggﬂ?negm;m

powerful combination of wireless connectivity and handheld voting

devices has severed the once exclusive relationship between the PCs

and the Internet. Mobility Information Empowered field = Health care
anytime, force with mobile professionals
anyplace smart devices = Emergency services

P ) 1 s Inspectors

Ubiquity. The long-term effect of Moore’s Law is a reduction in the

cost and physical size of computing power to the point where

intelligent devices can now be embedded in everything from Ubiquity Increasing Richer real-time - Environmental policy-

. - L . . granularity of model of the world making, monitoring
bicycles to cereal boxes to organic life. Within a short period of time information available to policy- and enforcement
: P S0 : makers = More effective

the Hypernet will become ubiquitous as billions of everyday objects targeting and

in the home, the office, the factory and the urban environment are ggrrsic::réa;hzatlon of

equipped with wireless connectivity and computational capacity. Scale Collaboration, | New forms of global| = Emergency response/
self-organization | organizations: fluid, disaster relief teams

. complex and = Social/protest
Scale. The scale of the Hypernet will dwarf today’s Internet. Three adaptive movements
. . . . « Global democratic
core factors come into play. First, the economics of cheap devices, assemblies
mobile connectivity and inexpensive network technologies will help

© All rights reserved. Digital 4Sight Corporation.
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KEY TRENDS IN THE HYPERNET

Key Trends in the Hypernet Accelerated disruptions

As the Hypernet gathers momentum, trends set in motion when the Internet
emerged will both accelerate and take on new dimensions driven by the
unique demographics, economics and social behaviors that will define the
Hypernet. Governments will face tough challenges -- greater complexity, time-
compression and diminishing privacy are among the issues that will confront
decision-makers. There will also be new opportunities for governments to
exploit some of the forces unleashed by the Hypernet such as collaborative
technologies, new forms of organization and an increasing granularity of data
about the world around us.
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Digital 4Sight has identified a set of key high-level impacts of the Hypernet
on social, political and economic activity. Our intention is to stimulate critical
thinking about how can governments exploit the properties of the Hypernet
and address the challenges and emerging trends.
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Human societies have always been punctuated by periods of great change
that not only cause people to think and behave differently, but also give rise
to new social orders and institutions. In many instances these changes are
driven by disruptive technologies — technologies such as the printing press,
the automobile and the telephone that penetrate societies to fundamentally

change their culture and economy.

The Hypernet — an internetworked collection of disruptive technologies — is
the most robust platform for facilitating and accelerating new creative
disruptions yet. People, knowledge, objects, devices and intelligent agents
converge in many-to-many networks where new innovations and social
trends spread with viral intensity. Government agencies that have scrambled
to come up with legal and policy responses to new phenomena like Napster
should expect much more of the same — at an increasing rate — in the
future.

Granularity

Our knowledge of the world is limited by the quality of the information we
gather about events around us. When the devices we use to capture and
process such data are sparsely distributed and intermittently connected, we
get an incomplete, and often outdated, snapshot of the real world. The
Hypernet allows us to cull staggering quantities of data from a plethora of
connected intelligent sensors and devices throughout our natural and built
environments. Research and pilots in university and private labs around the
world are demonstrating the feasibility of embedding — in all kinds of
objects and environments — low-power intelligent wireless sensors that
measure everything from temperature to movement to chemical composition
and report that information back to us on a real-time basis. Within a few
years, obtaining granular information about the behaviors of entire

© All rights reserved. Digital 4Sight Corporation.
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populations of people will be cost-effective and increasingly accurate and Policy-makers will need to implement more effective decision-support
timely. systems (e.g. intelligent agents and simulation software) and processes for

probing, monitoring, and assessing information about the rapidly changing

These technological breakthroughs will enhance our capacity to produce a environment. A robust predictive capacity would enable governments to

much richer virtual model of the world. Understanding of the ecological begin formulating responses before trends and patterns emerge as full-blown

effects of global climate change, for example, will improve as remote sensors issues that demand a hasty response.

placed in sensitive natural environments give us instant access to current

indicators and are fed into real-time modeling programs. The granularity and Complexity

timeliness of the data will help establish greater certainty about the causes,

current and future impacts and the appropriate policy responses. Similarly, In addition to more frequent decisions (time-compression) and more

more comprehensive data from the users of government services could information to process at each decision point (granularity), the Hypernet
provide public officials with richer feedback on how to improve or target expands the network of interactions to incorporate many more elements or
services or programs. The ability to obtain granular digital information about participants with many relationships (complexity). Some examples are:

people, populations or physical objects and places, however, will not come

without risks that these technologies will be used by dubious parties to *  global trade and commerce when millions of small and medium-

violate privacy, commit crime or even exercise forms of social control. sized businesses from the developing world gain access to global

markets through new low-cost computing and communications

Time compression infrastructure;

+ increasing political, legal and economic interdependence fostered

As information is collected more frequently, most significant events will be

reported and recognized in real-time. Accelerated decision-making will be an by arise in transnational communications;

issue for all organizations, but particularly for governments that are already ) . .
+ social movements that mobilize millions of supporters around the

criticized for sclerotic processes, yet feel the pressure to ensure appropriate . L.
P y P pprop globe using digital networks; and

deliberation takes place on major issues. Businesses will be forced by

competitive pressures to speed up their operations as the flow of information +  the formation of new international alliances and organizations like
(orders, customer feedback, money, materials, people, etc.) through the firm ICANN where a diverse global constituency uses the Internet to elect
increases by orders of magnitude. For governments, time-compression will members of the board.

increase the social and economic uncertainties brought on by the speed of

change. Evidence of time-compression can be found in almost all aspects of These Hypernet-enabled phenomena are creating a much more Byzantine
life, but particularly in the acceleration of economic activity, whether reality for decision-makers. In addition to sophisticated systems for
production, exchange or consumption. processing information, modeling trends and supporting decision-making,

© All rights reserved. Digital 4Sight Corporation. July 2001
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governments will require much more extensive networks of partners to help
understand and manage the relationships and dynamics of the massive webs
of interactivity that the Hypernet produces. Adopting a more reflexive
network approach that facilitates continuous negotiation between key
stakeholders would allow policies to be adjusted to changing circumstances
and help negate the paralyzing effects of complexity and uncertainty.
Governance of the complex world of biotechnology, for example, could be
improved by forming digitally enabled policy webs of government officials,
industry leaders, scientists, NGO representatives and ordinary citizens that use
leading-edge collaboration tools in an open and transparent forum to
deliberate on policy options.

Collaboration

The Hypernet is giving rise to an exciting range of new collaborative
mechanisms. Some examples of these technologies include Bluetooth
technology that enables machines or computers to share tasks and even
"talk" to one another; peer-to-peer technologies that groups of individuals
can use to establish ad-hoc networks; enterprise application integration
software and XML that enable organizations to integrate their business
processes, share data and collaborate in real-time; and location-based
services that facilitate users finding someone or something in proximity with
a common purpose or task to accomplish.

Over time, collaborative mechanisms will extend throughout social and
political systems, corporate supply-chains, workplaces, homes and countless
other environments. Governments should be piloting the use of these
collaborative technologies to increase cooperation among departments and
levels of government and between government agencies and an array of
outside partners. Overcoming the organizational rigidity, territoriality and
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New forms of organization
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inertia that have inhibited collaboration in the past, however, will be key to
benefiting from these technologies in the future.

The collaboration enabled by Hypernet technologies will drive the creation of
new forms of organizations that lean towards self-organization rather than
hierarchy. Why? First, the advantages (some would say requirement) of
hierarchical coordination are muted in a world that is characterized by
increasingly dense, extended, and rapidly changing patterns of reciprocal
interdependence. Second, the more individuals are able to collaborate with
one another the less they will be dependent on established institutions and
hierarchically managed processes.

In the social and economic spheres, self-organizing systems are becoming
abundant. Collective action, for example, is becoming less labor-intensive as
people can identify and link-up with others around the world, or perhaps
more importantly, with people nearby. People that share similar goals, values
or interests can readily form just-in-time organizations with no identifiable
center or locus of control as witnessed in protests at World Trade
Organization meetings and Organization of American States summits. In the
economic sphere, factories will self-organize as robots with embedded rules
assemble products without human intervention. Automobile manufacturers
such as Honda are already piloting these "next generation manufacturing
systems" and report an 87 percent reduction in operating costs and 50
percent increase in the mean time between failures.

Self-organizing systems have several advantages in some circumstances. First,
they are more adept at managing complexity and handling anomalies and
exceptions because intelligence and decision-making power is distributed

© All rights reserved. Digital 4Sight Corporation.
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throughout the system, enabling innovation to occur organically. Second, self-

organizing systems are more scalable — they tend to grow exponentially
rather than linearly. Finally, like the Internet itself, they are robust to the
extent that they are capable of resisting local failure: if one "node" in the
network fails, the system itself will not collapse.

Governments that learn to embody self-organization in aspects of their work

can cultivate some significant efficiencies and advantages. Indeed, the
complexity of Hypernet-enabled environments may be best resolved by

incorporating self-organization into policy-making processes. The early stages

of the policy-making process such as issue identification, knowledge

gathering and synthesis, for example, could be opened up to a representative

sample of academics, think tanks, lobbyists, ordinary citizens and other
participants who contribute ideas, policy options and new research to a
policy database and collectively rank or prioritize those materials for elected
officials.

Transparency and privacy

The increasing number and growing accessibility of connected mobile
devices capable of recording and transmitting information will drive
quantum leaps in information available about everyone and everything. We
are quickly moving into an era in which access to even the most powerful
surveillance technologies — including high-resolution satellite imagery —
will extend from a handful of government agencies to a much broader
audience.” Such tools can as easily be applied to humanitarian uses such as
tracking the flows of refugees to decide where emergency services are
needed as they can to support uses such as illegal espionage.

© All rights reserved. Digital 4Sight Corporation.
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With the intrusion of technology into virtually every facet of life come serious
risks of privacy and security abuses. An individual’s online purchases,
correspondence and daily movements can now be tracked by organizations
— whether criminal networks, government agencies or private companies —
with access to the data stored in or captured from mobile devices and smart
cards. The proliferation of sensors and video cameras will monitor the
comings and goings of people on an unprecedented scale.

Privacy legislation that addresses private and public uses of personal
information, combined with adequate monitoring and enforcement
mechanisms is a starting point. With the technological capacity for wide-scale
privacy infringements already in place however, it is unclear whether
government policies alone will do much to prevent abuses. Consumers will
play an important role in pressuring the private sector (including mobile
carriers, technology vendors and companies that deliver products and
services through the Hypernet) to design and enforce the use of more robust
security systems and privacy policies for mobile services and networks.
Promise also lies in the creation and adoption of new technologies that
safeguard an individual’s privacy in the wireless world — much like Zero
Knowledge’'s Freedom software has done for Internet users.

continued on page 8
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Guerilla Infrastructures

Guerilla infrastructures are ad-hoc networks that enable user devices to
communicate directly with one another and even route network traffic. These
peer-to-peer networks bypass centralized hub-and-spoke systems and take
advantages of resources — storage, cycles, content, human presence —
available at the edges of the network. While telecommunications giants such
as Verizon Wireless have spent as much as $9 billion in auctions for a slice of
the 3G spectrum, some guerilla operators claim they can provide broadband
connectivity at a small fraction of the cost. Mesh Networks, a developer of
"mobile routing peer networks," estimates that it could create a city-wide
network for $120,000 to $130,000 as opposed to cellular infrastructure, where
a base station alone costs $200,000.

While still in their infancy, guerilla networks have the potential to:

+  Decrease costs of access and promote universality: Access to free
unlicensed spectrum and low start-up and maintenance costs for
operators make guerilla networks a low-cost alternative to 3G or

dial-up access to the Internet.

+  Rapidly scale-up the network: The self-configuring property of
ad-hoc networks and the fact that users actually carry the
infrastructure with them enables network operators to rapidly and

inexpensively expand the reach of their networks.

+  Provide high-bandwidth connectivity: Guerilla networks typically
provide between 1Mbps and 11Mbps data transfer rates. 802.11
networks, for example, already deliver 11Mbps, while 3G networks will
deliver 384kbps.

+  Foster interactivity: The peer-to-peer architecture of guerilla
networks will drive significant increases in collaboration and
interaction among users, machines and applications.

July 2001

Guerilla infrastructures are suitable for areas without network infrastructure
such as rural communities, underserved urban areas and much of the
developing world. Governments could play a role in supporting guerilla
infrastructure by making public buildings available for installation of wireless
transmitters. However, the ad-hoc and decentralized nature of guerilla
networks, and the fact that they primarily use unlicensed spectrum, will make
it difficult for governments to regulate or police the content and services that
these networks deliver.

Person-to-Person Payments

Person-to-person payment (P2P) systems are a new development in online
transactions that enable consumers to send and receive electronic payments
directly, bypassing established financial and credit institutions such as Visa
and Mastercard. A leading example is PayPal — an increasingly popular P2P
payment system for the Internet. This system enables users create an account
and transfer funds to any other individual with a valid email address. This
revolutionary process has been one of the most rapidly growing financial
services in recent history, with six million new users in 20 months prior to
February 2001 and 20,000 new accounts created daily. PayPal is currently
working to extend its success into physical world payments with mechanisms
that would turn every mobile device into both a credit card and a processing
terminal.

P2P payments offer both potential threats and new opportunities for

governments:

+  Clock-speed: P2P payments are dramatically increasing the clock-
speed of monetary transfers. Cash transfers that would normally take
several hours or days are now nearly instantaneous. With millions of

individuals and organizations exchanging electronic currency,

© All rights reserved. Digital 4Sight Corporation.
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The Hypernet affects economic activity and everyday life

governments should prepare themselves to assess and manage the
macro-economic consequences of the explosive growth of
person-to-person payments, which totaled $6 billion in 1999.3

+  Monetary policy: Typically, the amount of currency in the system is
limited by a government's management of the supply of currency
within a fractional reserve system that allows them to influence
interest rates and inflation rates. Commercial banks operate within
the system by adhering to certain reserve requirements. If digital
payment systems, on the other hand, begin lending or creating
money using a distinct, unregulated fractional reserve system, the
government's ability to manage the money supply and set economic
policy will be limited.

«  Fiscal policy: While different from jurisdiction to jurisdiction, most
governments rely on sales or value-added taxes on a variety of
goods and services for revenue. While cash has traditionally offered
tax-avoiders a safe haven, P2P systems are a new twist. They could
even be a more attractive alternative if they are viewed as less risky
than carrying large sums of cash.

Mobile Services: NTT DoCoMo’s i-Mode

i-Mode is the mobile Internet service of NTT DoCoMo, Japan’s largest mobile
telephone service provider. Subscribers, equipped with an i-Mode enabled
handset, send email, download games and cartoons, and surf more than
40,000 i-Mode Web sites. Since launching in 1999, the service has attracted
more than 22 million subscribers, and is growing by one million subscribers a
month, making it Japan’s largest ISP. More than half of the world’s mobile
Internet users are i-Mode subscribers.

© All rights reserved. Digital 4Sight Corporation.

The service has succeeded by focusing on subscribers’ ease of use and
providing an "always on" system. Handsets come preconfigured, and the
subscriber never has to log on to use i-Mode services. These factors contribute
to i-Mode’s popularity as a "niche time" activity: subscribers spend a few
minutes on i-Mode while waiting for a train or riding an elevator. The user
easily navigates through a menu of content and service providers and pays
per packet of data downloaded, rather than time elapsed

i-Mode is significant to governments for two reasons:

*  Accessibility: i-Mode helps bridge the digital divide: increasingly,
citizens will connect to the Internet not through PCs, but through
much less expensive mobile telephones. In every part of the world
except North America, mobile phone penetration outstrips PC
penetration. In the US, the fastest growing segment of mobile phone
users is 18- to 24-year-olds who do not attend college. Internet
connections will spread further and faster among populations that
have access to an i-Mode-like service.

*  Anew service delivery channel: i-Mode proves, contrary to much
Western commentary, that a small, low-speed interface can satisfy
users’ needs. i-Mode operates at 9.6 mbps, a far cry from speeds
promised by 3G services, but fast enough to deliver email messages,
text-based content, and simple animation, and certainly fast enough
to deliver government information and some government services.

July 2001
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Applications for Government

. . . ) available quickly and quietly to officers on foot patrol or investigating a crime
The Hypernet brings the potential for innovation to all facets of government. o . .
) ) ) ) scene, eliminating the need to wait to access a patrol car computer. According
In the following case studies we examine a range of Hypernet phenomena in . . .
) . . to early reports, the police have already had some success with these devices.
the public sector. While these case studies represent the early stages of the ) ) L
o } ) T In the pilot phase, officers used the minicomputer to do a background check
Hypernet revolution in government, they point to important priorities for N o .
) - on an individual they confronted for drinking in public — the man turned out
government research, investment and piloting. . . o . .
to be wanted for a triple murder in St. Louis. The NYC Police Department will

Wireless services and frontline work equip two hundred officers with the new computers as the first phase of a

plan to deploy the technology widely across the police force.

Taking advantage of the wireless and mobile properties of the Hypernet can . . L
) o o A host of other public sector fieldworkers such as building inspectors and
lead to greater convenience for citizens and new efficiencies for government . . )
) ) o ) ) social services caseworkers also stand to benefit from the Hypernet.
service agencies. This is the lesson learned in several early-stage public o .
o . . . . - . Beginning in June, 2001, outreach workers for the homeless in Atlanta

sector initiatives deploying wireless technology in their operations. Mobile o ) ) o )

) ) ) o Georgia will have immediate access to detailed information and resources
access to information and services are already benefiting many government ) . . .

through their mobile phones or PDAs that will vastly improve the

operations that deploy a field force. Wireless access to government agencies ) ) o ) )
) ) ) . effectiveness of their outreach activities and services. The Wireless Outreach
through a mobile phone or PDA, on the other hand, is enabling citizens to ) ) o
Worker project builds off a successful Internet application developed by

Pathways Community Network — the PATHWAYS COMPASS the system — by
adding the mobile functionality. With wireless infrastructure and devices,

conveniently obtain government information and services, any time and any

place.

The mobile field force outreach workers will be able to search a secure, Internet-enabled

database/communications system for client histories, look for available
Public emergency services such as police, paramedics and fire personnel are resources, and make electronic referrals from the street.”

among the most obvious beneficiaries of Hypernet technologies, linking them

to critical data while they are mobile. While wireless networks are already Wireless services

common in public-safety organizations, the New York City police department . ) .
) ) o ) ) ) ) It’s just a matter of time before most government services that can be
took an innovative step by issuing police officers with a mobile computer : . . . )
o ] ] delivered to Internet-connected PCs will also be delivered to mobile devices

small enough to wear on a belt. The minicomputers come equipped with " . . .

) ) ] ) of all types. Citizens will be able to use these devices to perform basic
keyboards and display screens and use wireless transmitters to link them to ) ) . . )

) . . transactions such as changing an address or renewing a driver’s license;

the Police Department’s central computers. This technology will make data . . )

] o ) search for government information about everything from patents to
such as outstanding warrants, traffic infractions, and addresses of parolees

July 2001 © All rights reserved. Digital 4Sight Corporation.
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building codes to phone numbers; and access more sophisticated services
such as health care and education.

"A logical, near-future step is to deliver
some, if not all, government services
through mobile devices. As the delivery
pipe gets bigger for wireless, you'll see
more sophisticated services."

Rodney Willett, general manager of VIPNet

The State of Virginia is currently a leader in using wireless technology to
deliver government services and information. While not yet ready to offer
transactions, Virginia’s mobile information services are a first step in a long-
term plan to use mobile devices as another delivery channel for most, if not
all, of its services.

+ Lobbyistin a Box is an interactive application that makes it possible
for citizens, legislators, lobbyists, government agencies and their
staffs to track the progress of the bills as they move through the
legislative process. Through this service, bill status information
provided by Virginia General Assembly's Division of Legislative
Automated Systems (DLAS) can be obtained immediately with a few
keystrokes on any mobile device. The DLAS information system
includes the bill number, sponsoring patron, a brief summary and
last action for each bill.

+  The Polling Locator enables individuals to use their devices to locate
polling places on election days. In the near future, Virginia will equip

2000 All rights reserved. Digital4Sight Corporation.

this application with a GPS locator that will show the location on a

map in addition to telling them the name and street address of the
polling station. The polling-place locator application also links users
to information about state and federal elected officials.

Election results. In a related web-clipping application, an election
results tracking application enables citizens to track election returns
for statewide races on election night using a mobile device. For
users keen to know the results but not in the vicinity of a television
or radio, the returns are automatically updated as local registrars
submit data across the state.

The Complaint Topic Selector helps users determine the proper
agency or office to assist an individual with the resolution of a
consumer complaint. Using a keyword 